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Tiesu ekspertu kandidatu apmacibas programma

Informacijas tehnologiju izpéte (specialitates kods 14.01)

(Apmacibu programma 512 akadémiskas stundas }

Nr.p

Temas nosaukums

Ilgums
(akad.st
undas)

Obligati
veicamo
miacibu
ekspertiz
u
eksperta
atzinumu
skaits

Recenzej
amo
mécibu
eksperti
Zu
eksperta
atzinum
u skaits

Kibernoziegumu apskats (veidi, datori, mobilie telefoni
u.c. IT iekéartas ka noziegumu riks).

Informacijas iegiifana, savak3ana un glabasana.
Elektronisko pieradijumu izpemsSana notikuma vieta.

SagatavoSana izpétei:

3.1.]lerakstaizsardzibas iekartu izmanto$ana,
3.2.Cieto disku sagatavoSana (WIPE);

3.3 .Neségja attéla veidosana ;

3.4.Nesgja precizas kopijas (klona) veido3ana;
3.5.Darba protokola aizpildisana.

40

Failu sistému izpéte:

4.1.Failu sistému noskaidro3ana {piem.,
FAT32/NTFS/HFS/UFS/ EXTFS) un analize (piem.,
struktira, arhitektiira, izmérs, faila iedaliSana);

4.2.Disku logisko dalfjumu (partition) un s&@kn&Sanas
sektoru (boot record) mekl&sana un izpéte;

4.3.Failu sisttmu kriptoanalize.

40

Operétajsistému izpéte:

5.1.0peré&tajsistému noskaidrosana (nosaukums, versija);

5.2. ParoJu mekl&sana;

5.3.Metadata/Swap Files/Temporary Files/Cache Files
atjaunoSana;

5.4.Dokumentu mekl&$ana un atjaunosana;

5.5.Failu  rekvizitu  (izveido$anas,
modifikacijas laiki) noskaidrosana;

5.6.Dzgsto failu atjaunoSana;

saglabasanas,

88
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skaits u skaits
5.7.Informéacijas atjauno$ana no neiedalitas diska dalas
(unallocated disk space);
5.8.Interneta lapu apmekl&Sanas vestures noskaidroSana.
6. Ekspertu programmatiiras izmanto$ana (piem. Guidance
Software EnCase, AccessData FTK, X-Ways Forensics 88
u.c.).
7. Ekspertizu veikSana, izmantojot saknéSanas diskus un 8
atvertd koda rikus.
8. Vispargjas informacijas sl€psanas tehnikas.
9. Bojato datu nesgju izpétes teorija. 8
10. | Optisko datu nesgju (CD, DVD u.c. kompaktdisku) g
izpete.
11. | Zibatmipu (USB zibatmipu, MMC, SD, xD u.c. g
informacijas nesgju) izpéte.
12. | Plansetdatoru ekspertizes. 16
13. | Eksperta atzinuma un pielikumu noformésana. 4
14. | Mobilo telefonu un SIM karSu ekspertizu veikSana
(programmatiira; HEX-DUMP tehnika, manuala izpéte)*. 48
15. | Eksperts tiesa — izpétes rezultdtu prezent€sana. 2
16. | Praktiski veicamas macibu ekspertizes: 140
16.1. Informacijas meklésana un atjauno$ana daZidas 100 3 5
operétajsistemas.
16.2. Plaukstdatoru, zibatmipu, optisko datu neseju 24 S 5
ekspertizes. -
16.3. Mobilo teleforu un SIM kariu ekspertizes. 16 2 1*
Kopa: | 512 7 5
* Ja Tiesu ekspertu padomé ir apstiprindta metode.
Literatara:
1. Uldis Mike]sons “Noziedzigu nodarfjumu, kas saistiti ar mobilo telefonu lietoSanu,
izmekl&sanas 1patnibas”, LPA, 2007.
2. LPA Zinatniski praktiskd konference *Noziedzigu nodarijumu, kas saistiti ar mobilo
talrupu lietoSanu, izmeklésanas metodes™, Riga, 2008.
3. Brian Carrier ,File System Forensic Analysis”, Pearson Education, Inc, 2005.
4. Datorprogrammas "Encase Forensics" rokasgramata.
5. Datorprogrammas "X-Ways Forensics" rokasgramata.
6. Datorprogrammas "Accessdata Forensic Toolkit" rokasgramata.
7. Datorprogrammas "Netanalysis” rokasgramata.
8. Datorprogrammas "DataExtractor" rokasgramata.
9. Iekartas "PC-3000 UDMA for Windows" rokasgramata.
10. Zurnali “Digital Investigation™, Elsevier.
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. Zurnali “Journal of Digital Forensic Practice”, Taylor&Francis Group.
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Wei, Wiley Publishing, 2006.

»-Macintosh Forensics. A Guide for the Forensically Sound Examination of a Macintosh
Computer”, Ryan R. Kubasiak, Investigator - New York State Police, May 29, 2007.
“Overview of Windows Vista Forensics”, Dan Purcell, 2007 U.S. Secret Service.
“Guidelines on PDA Forensics”, Wayne Jansen, Rick Ayers, NIST, 2002.

“Forensics and the GSM mobile telephone system”, Svein Yngvar Willassen, M.Sc,
Senior Investigator, Computer Forensics, Ibas AS, International Journal of Digital
Evidence, Spring 2003, Volume 2, Issue 1.

“Scene of the Cybercrime - Computer Forensics Handbook”, Debra Littlejohn Shinder,
2002,

. »Windows Forensic Analysis DVD Toolkit”, Harlan Carvey, 2007,
. ,,Mobile Phone Forensics”, Wyboston, UK, 2007, kursa materiali.

»lnvestigating child exploitation and pornography: The Internet, Law and Forensic
Science”, Monique Mattei Ferraro, JD, CISSP, Eoghan Casey, MS, Michael McGrath,
MD, Contributor, 2005.

. Guidelines for best practice in the forensic examination of digital technology, ENFSI, July

2006.

“Digital Evidence and Computer Crime, Second Edition”, E.Casey, Academic Press, 2004.
“File System Forensic Analysis”, Brian Carrier, Addison Wesley, 2005.

“Windows Forensics. The Field Guide for Conducting Corpotate Computer
Investigations”, Chad Steel, John Willey&Sons, 2006.

“Forensic Discovery”, Dan Farmer, Wietse Venema, Addison-Wesley, 2005.
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